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Disclaimer

e The information in this presentation represents a
snapshot of work in progress within the DMTF.

 This information is subject to change. The
Standard Specifications remain the normative
reference for all information.

 For additional information, see the Distributed
Management Task Force (DMTF) Web site.

The DMTF was formed to lead the development, adoption and unification of management standards and initiatives for desktop, enterprise and internet environments
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Goals

* Define a model to cover management of:
— Physical networks
— Logical networks
— Virtual networks
— Software Defined Networks (SDNSs)

 Define a model to:
— Represent network policy services
— Manage network policies



Aspects of Network

Management

* Discovery of networks & network resources

* Network configuration management:
— Provisioning of networks
— Dynamic configuration changes
— eftc.

 Network monitoring and troubleshooting
* Network policies management
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* An instance of CIM_Network represents a network

* Network Relationships:
— Contained networks
— Dependent networks
— Peer networks

VLANNetwork

ContainedNetwork

Dependency y contain networks within a net
I* - *l % May be contained within an admin domain
< May contain 0 or more logical port groups
Network 1 ay contain 0 or more connectivity grou
PeerNetwork

x|
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: onfiguration

* NetworkCapabilities class:
— Represents capabilities of one or more networks

* Network Configuration:

— Represented by one or more instances of SettingData:
» Current, default, and pending configurations

— EthernetPortAllocationSettingData:
* Represents network port profiles configuration

— Additional settings:
« VLAN, DHCP, DNS

Network

1.* |1.." ,—0—"1 NetworkCapabilities
lementCapabilities epresentation of a

ElementSettingData network capabilities
SettingsDefineCapabilities
* * |

SettingData
EthemetPortAllocationSettingD
e epresentation of a
network port profile
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* Network resources:
— Ports, port groups, systems, L2 segments, IP subnets, VLANS

* Protocol Endpoints:
— MAC (L2), VLAN, IP (L3), any other L4+

Network
1] 1 <> * 1
—HostedCollec:ﬁonJ L
ostedCollection
* SystemComponent

*

LogicalPortGroup ystemComponent— *
ConnectivityCollection

Representation™ System
e~of a port group
MemberOfCollection ] 1 T
|* * * yststevk:o
NetworkPort ’ NetworkVLAN
e nel e pt:,on'; LANConnectivitySegment epresentation of a

J

I_De ( r:eprL;senlation *
of a L2 segment
\nceSAPImplementallon —————
’f | IPConnectivitySubnet MemberOfCollection
MemberOfCollection presentation
EthernetPort ProtocolEndpoint |* an IP subnet *
0.1 VLANEndpoint
LANEndpoi - ] | i
¥ * epresentation o MemberOfCollection epresentation
l-DeviceConneclionJ I L a LAN endpoint * l a VLAN endpoint
* *
IPProtocolEnd|
L.N':.ti\.vect:mnec'tlor\—I epresentation
\a IP endpoint
l:cﬁveConnccllon
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Network Services

Network Management Service (central class):
— Manages one or more networks

— Extrinsic methods

Network policy services:

— Firewall

— Load balancing

— QoS

— Routing...
Redundancy:

— Network failover

— Network load balancing

Central class
service that can manage 0 or more networks

0..1 | ComputerSystem

At most one instance of service per admin domain HostedService

Aethods for managing networks, port groups..

NetworkManagementService

*

*

0..1
1..* ElementCapabilities

*

*

ServiceAffectsElement

ElementConformsToProfile

1

RegisteredProfile

ServiceAffectsElement * RoforoncadPromJ

RedundancySet

*

“MemberOfCollection

* |k

*—SenficeAffedsElement
ServiceAffectsElement

0.1

NetworkManagementServiceCapabilities

HostedService

al service to manage network poli
Zero or more instances per admin domain
Methods for managing network policies

rkPolicyService

ee network policy
management profile

* *

* Network




e Dashboard view of a network

* View class properties:
— Number of ports
— Network status
— Type of network
— Port information
— Related networks
— Status of related networks

NetworkView |% ElementView

S ——

Network View

*

Network
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S CeViispens Network Management Profile
S Proposed Class Diagram

eo*
Services e

service that can manage 0 or more networks
At most one instance of service per admin domain
fethods for managing networks, port groups.

Eptional service to manage networl I:
Zero or more insiances per admin domain
ethods for managing network policies

omberOfCollection

Dependency—l |
*—k x ¥

Network
NetworkView |% £l i * lg. ] .
1 1<> * 1 [1.* |1--
lementCapabilities
A Al EI s, !zl‘,.
ostedCollection
e SystemComponent
LogicalPortGroup ¥ Comp t %* =
ConnaectivityCollaction
System

MemberOfCollection 11

] B % " ystemDevice

NotworkPort -

@M il LANConnectivitySegment |

= epresentation
H L_ L of a2 segr

*| 0.1 IPConnectivitySubnet MembarOfCallection
I MemberOfCollection presentation &
EthernetPort ProtocolEndpoint e K\ﬁ e +|
0..1 VLANEndpoint
I_ga *J 4 & % LANEndpol epresentation MemberOfCollection | epresentation o
ViDaConnadion aLAN endpoint a VLAN endpoint

*
E‘Ac,li\.naCt:mm;x:iicm«l
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Network Management

Enumerate networks (intrinsic method)

Enumerate networks contained within a specific network:

— Intrinsic method

— Extrinsic method of network and/or network management service
Create a network (intrinsic method)

Create networks within a network:

— Extrinsic method of network and/or network management service
Create one or more networks:

— Extrinsic method of network management service

Delete a network (intrinsic method)

Delete networks contained within a network:

— Extrinsic method of network and/or network management service
Modify a network (intrinsic method)

Operational Use Cases 1/3
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Network Management

Enumerate logical ports of a network (intrinsic)
Enumerate logical port groups of a network (intrinsic)
Enumerate IP subnets of a network (intrinsic)
Enumerate VLANS of a network (intrinsic)
Enumerate L2 segments of a network (intrinsic)
Create/delete logical port groups of a network:
— Extrinsic method of network management service
Create/delete logical ports of a network:

— Extrinsic method of network management service
Create/delete IP subnets of a network:

— Extrinsic method of network management service
Create/delete VLANSs of a network:

— Extrinsic method of network management service
Create/delete L2 segments of a network:

— Extrinsic method of network management service

Operational Use Cases 2/3
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' perational Use Cases 3/3

 Modify a logical port group of a network:
— Extrinsic method of network management service
— Add or delete one or more ports
 Modify an IP subnet of a network:
— Extrinsic method of network management service
— Add or delete one or more IP protocol endpoints
 Modify a VLAN of a network:
— Extrinsic method of network management service
— Add or delete member VLAN endpoints
 Modify an L2 segment of a network:
— Extrinsic method of network management service
— Add or delete LAN endpoints
 Enumerate systems within a specific network:
— Extrinsic method of network and/or network management service or both
— Intrinsic method
 Create a network connection for a system:
— Extrinsic method of network
— Create network port and associations between the network/network port and the system

 Enumerate networks that a system is directly connected to (intrinsic method)

14
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——Service AffectsElement

ServiceAffectsElement

Use Case 1

NetManSvc:NetworkManagementService

ServiceAffectsElement

HostedService

ProviderNetwork:Network

ronninedNelwork?

TenantiNetwork:Network

iontainedNetwork

|

Tenant2Network:Network

15
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ServiceAffectsElement

ServiceAffectsElement

Use Case 2

NetManSvc:NetworkManagementService

ServiceAffectsElement

Ho

stedService

ProviderNetwork:Network

ontainedNetwork

TenantiNetwork:Network

SystemDevice

T1NetEth1:EthernetPort

?SystemDevice—‘

ontainedNetwork

Tenant2Network:Network

ISystemDevij QSystemDevic:e

T1NetEthM:EthermetPort

T2NetEth1:EthernetPort

T2NetEthN:EthernetPort

16
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———ServiceAffectsElement ServiceAffectsEl nt

NetManSvc:NetworkManagementService

ServiceAffectsElement HostedService

ProviderNetwork:Network

ontainedNetwork: YQc\maine&'ll\let\n'c:u‘k
TenantiNetwork:Network Tenant2Network:Network

SystemDevice &ystembevice— Systembevice? iystembeviue
T1NetEth1:EthernetPort T1NetEthM: EthernetPort T2NetEth1:EthernetPort T2NetEthN:EthemetPort

| | | |

DeviceConnection DeviceConnection DeviceConnection DeviceConnection

| | | 1

T1CS1Eth:EthernetPort T1CSMEth:EthernetPort T2CS1Eth:EthernetPort T2CSNEth: EthernetPort
SystemDevice SystemDevice SystemDevice SystemDevice

T1CS1:ComputerSystem T1CSM:ComputerSystem T2CS1:ComputerSystem T2CSN:ComputerSystem




Network Policy Service Model

 Define an abstract, flexible, and extensible
model for network policy management

* Initial network policy services considered:
— Firewall
— Load balancing
— Qo0S

* Leverage DSP1003 Policy Profile

18



Representation of Network
Policies

o Separation of policy rule, actions, and
conditions

e Policy set — zero or more policy rules
e Setting data for rules and actions

NetworkPolicyCondition {E}

*

—
NetworkPolicyConditionin
NetworkPolicyRule {E} 1 NetworkPolicyRule {E}

1
1 * 1.* NetworkPolicyActionin - -
” NotworkPolicyRule {E} | NetworkPolicyAction {E}
. | I
ElementSettingData *
PolicySetComponent |
\ 1
NetworkPolicyRuleSettingData {E} * SettingsDefineState

1]
NetworkPolicyActionSettingData {E}

19
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* NetworkPolicyService:
— An abstract class as well as a central class
— May have an associated capability
— Can be hosted on a system
— Manages network policy rules (that apply to managed elements)
— Affects managed elements

ServiceAffectsElement

0.1
lementCapabilities NetworkPolicyServiceCapabilities {E}

System (Abstract)
0.1 HostedService—— ——_FlomentConformsToProfile
1 * % 1.9 1.0 | 1
NetworkPolicyService {E} RegisteredProfile
* * *l
ManagedElement (Abstract) PolicyinSystem 1 eferencedProfile

OrderedDependency

*
* *
NetworkPolicyRule {E}
*
olicySetAppliesToElement—

20



s beveorens||  Network Policy Service Profile

e
.* CONFERENCE C

' lass Diagram
e

RegisteredProfile

ManagedElement (Abstract)
OrderedDependency NetworkPolicyCondition {E}
& *
* * NetworkPoli itionin
*
olicySetAppliesToElement— 1
NetworkPolicyActionin
- * 1" NetworkPolicyRule (€} | NetworkPolicyAction (€}
L
ElementSettingData *
PolicySetComponent I
1
NetworkPolicyRuleSettingData {E} Scttlrigtbaﬂmm
1
NetworkPolicyActionSettingData {E}
21
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NetworkPolicyService {E}

rviceType: uint16
herServiceTypeDescription: string
ServicelD: string
ServicelDType: uint16

» Describes the type of network policy service

. Defined types: Unique identifier of the service

 Load Balancer

e QoS

e Firewall

« VPN

e DHCPV4
e DHCPV6
e DNS

o NAT
 Gateway

« Layer4 Port Forwarding
* IP routing

22
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e Derived from
PolicyRule

* No additional
properties

NetworkPolicyRule Class

System
(Abstract, from Core) 1

1 PolicySet (Abstract)
See Policy Sets
PolicyGroupinSystem
*
w
PolicyGroup *
PolicyRuleInSystem *
CreationClassName: string[key]
olicyRulelnPolicyGroup {D}=<> PolicyGroupName: string[key] PolicyGrouplnPolicyGroup {D}
* *
PolicyRule
CreationClassName: string[key] . . .
PolicyRuleName: string[key] K> PolicyActioninPolicyRule
ConditionListType: uint16 {Enum} = 1 *
RuleUsage: string PolicyConditioninPolicyRule
Priority: uint16 {D} K> GroupNumber: uint16
% |Mandatory: boolean {D} * ConditionNegated: boolean
W | SequencedActions: uint16 {Enum) = 3
ExecutionStrategy: uint16 {Enum} K >——
* *
‘ PolicyAction (Abstract)
See Policy Actions

AuthenticationRule

AuthorizationRule {E}

PrivilegePropagationRule {E}

PrivilegePropagationRule {E}

Activity - uint16 {enum)
ProvisioningType : uint16 {enum}
DataMovementRate : uint16 {enum}
RuleDiscriminator : string[]

NetworkPolicyRule {E}

*

PolicyRuleValidityPeriod {D}

PolicyCondition (Abstract)

See Policy Conditions

*

PolicyTimePeriodCondition

See Policy Conditions

23
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» Derived from Policy o [P

See Policy Sets

. . PoricyCampononr* ?
« Additional properties: "
— Action type and value ,,.,Jm
. See Policy Sets NetworkPolicyActionStructure {E}
— Defined types:
» Permit T
PalicyRule % | NetworkPalicyAction {E}
hd D e ny See Policy Rule Ztc:!z;ggvgilngé}g?‘émy %*
|
* LoadBalance T sesssolocions s.,.’.*.;',,b.,ﬁms.,.,,
hd Forwardonly NetworkPolicyRule {E} NetworkPollcyAtﬂonSoningData {E}
e Persistence *
e HealthCheck ‘R
. LoadBalancingActionSettingData
e RewriteHTTPHeader FeaCrecPycy s
HealthCheckPolicyValue
* InsertHTTPHeader b )
Hea]thCheckF‘ohcyIn:FervalFcerecotvery
e CompressHTTP 5:::.?2:35&‘:{%15?;23:;2;:;,
ncr_ypupn nthm
* SSLProxy oo
e SourceNAT s
ConnectionMaxLimit
° DestlnatlonNAT ConnectionNormalLimit
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e Derived from Policy
« Additional properties:

* Policy (Abstract)
/ I . PolicyComponent See Policy Sets <>
— Parameter type/value: e >
e SourcelPAddress T
e DestinationlIPAddress
* VirtuallPAddress
PolicySet (Abstract)
e SourcePort Ses Poiicy Sets
NetworkPolicyConditionStructure
e SourcePortRange 4
e DestinationPort — "‘;‘j"‘“
icy Rule
» DestinationPortRange
« HTTPURL T
[ NetworkPolicyRule NetworkPolicyCondition {E}
o S etrotocottonn | el wholmiceden 1%
— Operator: Qperar:uetcien
® :l<1>l <:1 :>----

25
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SettingData

NetworkPolicyRuleSettingData {E}

1
QoSPolicyRuleSettingData {E}

TransmitBandwidthReservation: vintt4
TransmitBandwidthLimit: uint64
MaxTrafficDelay: uint64
MaxTrafficJitter: vint64
MaxTrafficLoss: real64

MaxBurstSize: uint64

MinBurstSize: uint64

LoadBalancingPolicyRuleSettingData {E}

ServerPoolName: string
VirtuallPAddress: string
VirtualPortNumber: uint16
ServerPoolMemberiPAddresses: string| ]
ServerPoolMemberPortNumbers: uint16[ ]
ServerPoolMemberWeights: uint16[
InputNetworkName: string

Algorithm: uint16{Enum}

Protocol: string

FirewallPolicyRuleSettingData {E}

FromGroup: string(]
ToGroup: string]]

NetworkPolicyActionSettingData {E}

T

LoadBalancingActionSettingData {E}

HealthCheckPolicy Type: uint16
HealthCheckPolicyKey: string
HealthCheckPolicyValue: string
HealthCheckPolicylnterval: datetime
HealthCheckPolicyTimeout: datetime
HealthCheckPolicylntervalForRecovery: datetime
HealthCheckPolicyFailDetectCount: uint16
HealthCheckPolicyHitsForRecovery: uint16
PersistenceType: uint16

PersistenceKey: string

PersistenceValue: string
PersistenceTimeout: datetime
ConnectionMaxLimit: uint64
ConnectionNormalLimit: uint64
BandwidthMaxLimit: uint64
BandwidthNormalLimit: uint64
EncryptionAlgorithm: string
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Network Policy Service
Use Case 1 -

0S

NetworkPolicyService
o oy o T——— NetworkPolicyAction
viceType: 3 (QoS) tworkPolicyRule &S NetworkPolicyActionin
NetworkPolicyRule ActionType: 2 (permit)
L PolicyRuleName: Qo$_Gold
OrderedDependency | conditionLisiType: 2 (CNF)
SequencedActions: 3 (DontCare) <> 1 NetworkPolicyCondition

L
ElementSettingData
i

NetworkPolicyRule

ParameterType: 2 (sourcelPAddr)

QoSPolicyRuleSettingData

TransmitBandwidthReservation: 2000000 (bps)
TransmitBandwidthLimit: 5000000 (bps)
MaxTrafficDelay: 150000000 (ns)
MaxTrafficJitter: 50000000 (ns)
MaxTrafficLoss: 0.05 (%)

Operator: 2 (equals)
ParameterValue: 1.1.1.1

NetworkPolicyCondition

NetworkPolicyRule

PolicyRuleName: QoS_Silver

ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

U
ElementSettingData N
1

k< >——NetworkPoli

QoSPolicyRuleSettingData

rkPoli
NetworkPolicyRule

ParameterType: 20 (Application)
Operator: 2 (equals)
ParameterValuve: SIP

onditioninNetworkPolicyRule
Kk >————NetworkPolicyActioninNetworkPolicyRule

NetworkPolicyCondition

ParameterType: 7 (destPort)

TransmitBandwidthReservation: 1000000 (bps)
TransmitBandwidthLimit: 2000000 (bps)
MaxTrafficDelay: 50000000 (ns)
MaxTrafficLoss: 0.02 (%)

NetworkPolicyRule

PolicyRuleName: Bronze_Rule1
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

L]
ElementSettingData
'l
QoSPolicyRuleSettingData
BandwidthReservation: 5000000 (bps)
BandwidthLimit: 1000000 (bps)

MaxTrafficDelay: 150000000 (ns)
MaxTrafficLoss: 0.02 (%)

> NetworkPolicyConditioninNetworkPolicyRul
k>————NetworkPolicyActionInNetworkPolicy Rule—————

|— ParameterType: 7 (destPort)

Operator:2 (equals)
ParameterValue: 3306

NetworkPolicyCondition

Operator: 2 (equals)
ParameterValue: 8080

NetworkPolicyCondition

I
ElementSettingData
|

—

NetworkPolicyRule

N KPolicyCondition]
NetworkPolicyRule

PolicyRuleName: Bronze_Rule2
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

ParameterType: 2 (sourcelPAddr)
Operator: 2 (equals)
ParameterValue: 1.1.1.2

>—

K >———NotworkPolicyActioninNetworkPolicyRule -~

* QoS Scenario.

- BandwidthReservation: 2 Mbps

- BandwidthLimit: 5 Mbps

= MaxTrafficDelay: 150 ms

- MaxTrafficJitter: 50 ms

- RequestedMaxIPTrafficLoss: 0.05%
- Rule: Match SIP Application

- BandwidthReservation: 1 Mbps

- BandwidthLimit: 2 Mbps

- MaxTrafficDelay: 50 ms

- RequestedMaxIPTrafficLoss: 0.02%
- Rule: Match MySQL Application

- BandwidthReservation: 5 Mbps

- BandwidthLimit: 10 Mbps

- MaxTrafficDelay: 150 ms

- RequestedMax|PTrafficLoss: 0.02%

= Rule: Match TomCat Application traffic on port 8080

- BRONZE

27
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Physical Host
VM VM
ComputerSystem (Serverl) (Server2)
I - — —
HostedService Name: Load Balancer —D
1
NetworkPolicyCondition NetworkPolicyService
ParameterType: 3 (destPAddr) ServiceType: 2 (LoadBalancer) NetworkPolicyAction
O tor: 2 I .
P:rea':uetrervfjj:ﬂs.i 1.1 T ActionType: 12 (sourceNAT) — Physical NIC -
OrderedDependency
NetworkPolicyConditionln NetworkPolicyActioninNetworkPolicyRule
NetworkPolicyRule ActionOrder: 1
GrooupNumber: 1
o ComputerSystem
NetworkPolicyRule - I Green Network
. - Name: VM1
PolicyRuleName: LB1 PolicySetAppliesToElement Load Bal
ConditionListType: 2 (CNF) ] = = 0ad Balancer
SequencedActions: 1 (Mandatory) PolicySetAppliesToElement | SomPersystem (Provided by the
Name: VM2 Infrastructure)

NetworkPolicyConditionin
NetworkPolicyRule NetworkPolicyActioninNetworkPolicyRule
NetworkPolicyCondition GroupNumber: 1 ElementSettingDa ActionOrder 2

ParameterType: 7 (destPort) | I | NetworkPolicyAction
Operator: 2 (equals)

External Network

ParameterValue: 80 LoadBalancingPolicyRuleSettingData ActionType: 4 (loadBalance)
ServerPoolName: pool1 =
VirtuallPAddress: 1.1.1.1 Configuration
VirtualPortNumber: 80 P aram eter g
ServerPoolMemberl PAddresses: [ 1.1.1.2, 1.1.1.3) Value
ServerPoolMemberPorts: [ 80, 80] ; -
o el st iine g Algorithm RoundRobin
InputNetworkName: external .
Algorithm: 13 (WeightedRoundRobin) Virtual Port 80

VM1 Destination Port |80
VM2 Destination Port | 80
VM1 weight 6
VM2 weight 3
NetworkPolicyActions | Source NAT

Load balance

28
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Network Policy Service
Use Case 3 (Firewall

FirewallPolicyRuleSettingData

FromGroup: [groupd]
ToGroup: [groupi]

ElementSettingData

e S @1 ViC @ AffECIS El@MEN?:

NetworkPolicyService

ServiceType: 4 (firewall)

FirewallPolicyRuleSettingData

FromGroup: [group2]

FirewallPolicyRuleSettingData

FromGroup: [group2.group1]
ToGroup: [group1,group2]

1
ElementSettingData
1

ToGroup: [group3]

ElementSettingData

NetworkPolicyRule

NetworkPolicyRule

NetworkPolicyRule

PollevRulaN: R1 Al HFromIP

- Cmufnu;nmnypez 2(CNF)
SequencedActions: 3 (DontCare)

ConditionListType: 2 (CNF)

PolicyRuleName: R1_AllowHTTP
SequencedActions: 3 (DontCare)

PolicyRuleName: R1_AllowHTTPS
ConditionListType: 2 (CNF)
SequencedActions: 3 (DontCare)

NotworkPolicyConditionin
NetworkPolicyRule

NetworkPolicyConditionln
NetworkPolicyRule

NetworkPolicyCondition

Iy

NetworkPolicyCondition

PAddr) =

P Type: 2

Operator: 2 (equals)
ParameterValue: 95.18.31.209

Operator: 2 (equals)
Value: 80

5 (sourcePort)

NetworkPolicyCondition

NetworkPolicyCondition

ParameterType: 5 (sourcePort)
Operalor: 6 (greaterThanOrEqual)
ParameterValue: 2048 (2048-65535)

NetworkPolicyRule

F i i
Operator: 2 (equals)
Value: 80

ort)

NetworkPolicyCondition

ParameterType: 7 (destPort)
Operator: 2 (equals)
ParameterValue: 22

NetworkPolicyCondition

P: Type: 16
Operator: 2 (equals)

0

NetworkPolicyConditionin
NetworkPolicyRule

NetworkPolicyCondition

Parameter: 5 (sourcePort)

Operator. 2 (equals)
Value: 443

NetworkPolicyCondition

P 7 ionPort)
Operator: 2 (equals) NetworkPolicyActiot
Value: 443 NetworkPolicyRuli

ParameterValue: TCP

NetworkPolicyAction

ActionType: 2 (permit)

Physical Host Physical Host
W™ M W

(Server3) (Serverl) (Server2)
| Physical NIC |- - Physical NIC
VGreen Network \\ Red Network

Firewall
(Prowided by the
Infrastructure)
External Network
Group S
P Description

Group1 | RedNetwork

Group2 | GreenNetwork

Group3 | Server1in red Network

Group4 | ExternalNetwork

Firewall Rules
From To Description

Group?2 Group1 | Allow HTTP
Groupd | Groupl [ Allow SSH from a concrete |IP
Group1 Group2 | Allow HTTP
Group?2 Group3 | Allow HTTPS

29




Summary and Call to Action

e Summary:

— A consistent network management model
needed for today’s network environments

— DMTF Is driving CIM-based network
management models

— Plan to publish initial specs in the near future

e Call to Action:
— Participate in the NSMWG

— Provide feedback on models for network
management

30
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Q&A Session

Thanks to all the members of the NSMWG for all their
contributions!
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